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Agenda

Rooml Opening Remarks & Keynote Speech 1 : The Recent Threat Landscape and H-ISAC Update
Denise Anderson, President, Health-ISAC
Rooml Keynote Speech 2 : Cyber Security for Medical Sector 2024
Hiroshi Fukatsu, Medical ISAC Japan
Rooml Keynote Speech 3 : Status Quo of Cyber Security in US Healthcare and the Assualt by FBI
Lily Chen, Special Agent, Federal Bureau of Investigation (FBI)
Room1 Look for it, Do Something!: Managing Application Risks
Rogers Nyunja, Texas Health Resources (Web)
Rooml Ransomware Countermeasures in Healthcare Organizations (Variable)
Takumi Sumikawa, Japan Police Agency
Rooml Build machine learning algorithms to detect cybersecurity risks
Srini Balasubramanian & Ana Carmela, Cardinal Health (Web)
(Lunch Time)
Rooml Luncheon Mini Panel Discussion ; Medical Safety and Medical Cyber Security
Kohei Tanaka, Tokyo University of Technology / Denise Anderson / Hiroshi Fukatsu

Rooml Ensuring Compliance with Japan IEC 81001-5-1:
Strategies for Success in Medical Device Software Security
Taro Okayama, Nippon Beckton Dickinson
Room2 Critical Infrastructure Protection in the Healthcare Sector
Kenji Watanabe, Nagoya Institute of Technology
Rooml Al Technology & Cyber Risk in Takeda
Akira Sasayama, Takeda Pharmaceuticals (Web)
Room2 Ransomware Backup Solutions
Makoto Isobe, Cohesity Japan/Hayato Baba, Kasugai Municipal Hospital
Rooml Key challenges in medical device product security
Fuminori Ikegawa, Cybellum
Room?2 What is “BCP” in medical security?
Yusuke Ehara, Medical ISAC Japan
Rooml How Should Medical Institutes address 2 Pressing Cybersecurity Issues, Vulnerabilities and
Ransomware attacks?
Michiko Ota, JupitarTechnology
Room2 How to Choose Cyber Insurance for Your Medical Organization
Taro Kamiyama, Aioi Nissay Dowa Insurance
Rooml Specific measures to be taken in response to the Checklist of Cyber Security Measures for
Medical Institutions (2024 version)
Masayuki Tani, Persol Process & Technologies
Room2 What is Zero Trust in Healthcare Organizations?
Naoto Inoue, Zscaler
Rooml Closing Remarks

Makoto Funahashi, Medical ISAC Japan

$¢Simultaneous interpretation will be available for Room1 sessions only.
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Speaker Profiles & Abstract

8:50-9:05 Rooml 241A1
ERHI 1: BE DB IEEL Health-ISAC DRHFH
Keynote Speech 1: The Recent Threat Landscape and Health-ISAC Update
Health-ISAC RE F=R-Tv¥—Yv
Denise Anderson, President of Health-ISAC
Profile
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Denise Anderson, MBA, is President of the Health Information Sharing and Analysis Center (H-ISAC), a non-
profit organization dedicated to protecting the health sector from physical and cyber attacks and incidents
through dissemination of trusted and timely information.

Denise currently serves as Chair of the National Council of ISACs, sits on the Board of Directors for the Global
Resilience Federation (GRF) and participates in a number of industry groups and initiatives. She was recently
elected to a 3—year term on the Cyber Working Group Executive Committee for the Health and Public Health
Sector Coordinating Council. In addition, she has served on the Board and as Officer and President of an
international credit association, and has spoken at events all over the globe.

Denise was certified as an EMT (B), and Firefighter I/II and Instructor I/1I in the state of Virginia for twenty
years and was an Adjunct Instructor at the Fire and Rescue Academy in Fairfax County, Virginia for ten years.
She is a graduate of the Executive Leaders Program at the Naval Postgraduate School Center for Homeland

Defense and Security.

Abstract
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Ms. Anderson will provide a brief update on first quarter Health—-ISAC activities and will then offer a brief
overview of the current global threat landscape including recent statistics and active threat actor groups. She

will also touch on upcoming regulation and implications for cybersecurity departments, especially CISOs.



9:05-9:15 Room1 241A2
EM#KE 2: A A0 EBRBEIC BTV A3 —EX2)T 1 2024
Keynote Speech 2: Cyber Security for Medical Sector 2024
EHR ISAC RERHEHE Fa &
Hiroshi Fukatsu, Representative Director of Medical ISAC Japan
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Hiroshi Fukatsu MD, Medical ISAC Japan Representative Director, Professor & Manager of Medical Informatics
Division, Aichi Medical University Hospital, Certified Radiologist, Certified Social Medicine Trainer
Graduated from Nagoya University school of Medicine in 1985.

Became Assistant Professor, Nagoya University Hospital in 2000.

Shifted to the current status since 2009.

Also plays a role as the representative director of Japan Medical Concierge Research Institute in 2006
Offered medical concierge training course for more than 1000 students, also offered basic training for medical
clerk for more than 4000 students.

Founded Medical IT Security Forum in 2014 and became the representative officer.

Organization name changed to Medical ISAC Japan in October 2019
Established a comprehensive alliance with Health ISAC in 2019.

Abstract
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Various measures for cybersecurity driven by the government are promoted after multiple cyber attacks on
medical facilities from 2021 to 2023. Also many non—ransomeware victims are reported.

In this report, we will share the current situation and suggest the future concept for cybersecurity

management.



9:15-9:55 Room1 241A3 (Materials are not open to the public, so projection only.)
EBRE 3 KECBIFD~NNRT T EIBOVA/S—L T bOBIRE FBI OBRYVAE S
Keynote Speech 3: Status Quo of Cyber Security in US Healthcare and the Assualt by FBI
FBI ®BBIBEE V) —-F=v
Lily Chen, Special Agent, Federal Bureau of Investigation (FBI)
Profile
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Special Agent, Federal Bureau of Investigation (FBI)
The U.S. Embassy, Tokyo, Legal Attache Office, Assistant Legal Attache

Abstract
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Critical infrastructure continues to be a target for cyber criminals. Understanding the current top healthcare
cyber threats is essential for industry partners to be able to safeguard their networks. This presentation will
cover recent crime statistics and trends affecting the healthcare industry, the importance and methods of
information sharing, vulnerabilities, and mitigation measures to protect critical infrastructure, best practices,

and resources available to help protect critical infrastructure.

10:00-10:45 Room1 241A4
BRELXEEL | 7TV —2al YRIDIRT AT
Look for it, Do Something! Managing Application Risks
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Rogers Nyunja, Texas Health Resources
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Rogers Nyunja is the Director of Application Security and Digital Experience at Texas Health Resources,
leading application security and business information security within the organization. Rogers is an
accomplished executive leader in Cybersecurity and Technology. He has built the application security and
business information security program for Texas Health Resources from the ground up. He brings a blend of
vision, innovation, and operational excellence to drive organizational excellence. With a proven track record
across diverse industries including finance, retail and currently healthcare, Rogers demonstrates my ability to

lead transformative initiatives and deliver impactful results.
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[Look for it, Do something |id, UAY « T AR —T ¥ —% BOUF 5 51EE, ROTFTRRIE2 T _ENIToON
TELRLET, :ﬂﬂi?j’U/T—’/a‘/-UX?-VZ\V}‘/I\®£E§T%V) 527 Ae XA Nb SIDRAY SN A DTAS N N
B S 7e30 | R HIEE B 2 FT, IVERITIAY « I AR —V v — &3 AL Z UL Tlg
FTHIENTEDIDNTA DT EE TR L2 HD, é?eb@%‘l‘i%fotz; K[KOPTHEED TVEET !

Look for it, Do something looks into how to find risk exposures and what to do when we find them. This is
Application Risk Management in practice, considering practical ways to go about while relating it to our
everyday situation in your workplace and in life. This is going to be fun and lighthearted, knowing you are

safer finding risk exposures and doing something about it!

11:00-11:40 Rooml1 241A5
BB BT Y Ay = T 35 (RRE)
Ransomware Countermeasures in Healthcare Organizations (Variable)
BETHAN—BER B)IEE
Takumi Sumikawa, Japan Police Agency
Profile
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Assistant Director, Cyber Incident Prevention Office, Cyber Planning Division, Cyber Police Bureau,

National Police Agency

11:45-12:15 Room1 241A6
FANR—YRI % LU EE 7V TY X LOHEE
Build machine learning algorithms to detect cybersecurity risks
Cardinal Health RV =& 7}
Srini Balasubramanian & Ana Carmela, Cardinal Health.
Abstract
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Utilizing bespoke machine learning algorithms (like RFC and DBSCAN) to detect cybersecurity risks.
Investigate the crucial nexus between cybersecurity and machine learning as we build sophisticated threat
detection systems. Learn useful tactics to strengthen digital security against ever changing cyberthreats.
This course gives participants the knowledge and skills they need to traverse the complicated world of
contemporary cybersecurity, from comprehending fundamental ideas to applying cutting—edge ML
approaches. This event is essential for professionals, engineers, CISOs, SOC managers, students, pentesters,
cybersecurity professionals, threat engineers, and anyone else interested in protecting digital ecosystems in
the modern cyber age. Learn about practical applications, ethical considerations, and proactive defense

strategies.

Srini — Srinivasan Balasubramanian Thimma

Singapore

Speak: 12 global languages

Hobbies: Hiking, Swim, Sauna, Jacuzzi, Research
(Cybersecurity, Math's & Science)

Strengths : Value oriented, Creativity, Cultural fit and
empathy-relationship, Detail oriented and pictorial

‘i'!‘?:n' r Q0C
i sag |ISACA.
’ [ “" - Tokyo Chapter

20 years of Information Platinum member of Design thinking and Ph.D. - Doctor of
Security experience & ISACA Japan - 15 Innovation program Philosophy in
Volunteer years Cybernetics
Worked in USA, Japan, UK Speaker for 100+ events in Asia Design thinking and innovation [’eiﬁ’fhh‘” th’iﬂﬁ‘[ﬂe‘ Human
Singapore, ANZ and India Pacific region. Consulting to research programs. Masters in and machine interface.

500+ customers. ComputerSeience

i University of
(cswzzmue  Stanford  @Reiiing

Eertllfed in the

overnance of

CGEIT Em“e,’,,,.se it CDPSE. St fvgneer™”
A otcn ENGINEERING

Ana Carmela Arcillas
Philippines

Hobbies: Solving puzzles and Sudoku, planting, sketching

) Strengths : Analytical, Value-oriented, Learner

8

« More than 10 years of experience in Information security (network and web application security, client data
protection, third party risk assessment)

+ Mathematic major from the University of the Philippines

« Supervisor, New APAC and EMEA Vendors in CHIP

Exams passed:

Certified Information Security Auditor(CISA)
CompTIA Security+

Certified in Cybersecurity

2 ©2022 Carsinal Hasith, &1 Rights Raserved FOR INTERNAL USE ONLY




12:15-13:00 Room1 241A7
FrFar = RRNT ARy Var [BRELELERTF A/ —EX2T 1)
Luncheon Mini Panel Discussion; Medical Safety and Medical Cyber Security
R :RRIFKRE HMETE
Chairman: Kohei Tanaka, Tokyo University of Technology
7SRYRL: Health-ISAC F'=R-T & —Yv
Panelists: Denise Anderson, President of Health-ISAC
FRRYRD: ER ISAC TREE 1
Panelists: Hiroshi Fukatsu, Medical ISAC Japan
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Kohei Tanaka,

[Academic Background]

Graduated from the Department of Intelligent Mechanics and Systems Engineering, Graduate School of
Advanced Technological Sciences, Tokushima University.

[Affiliation]

Professor, Ph.D, CE, Department of Clinical Engineering, Faculty of Medical and Health Sciences, Tokyo
University of Technology

Graduate School of Medical Technology

Center Director, Digital Health Innovation Center, Katayanagi Institute

[Area of Expertise]

Research and development of medical device safety engineering, research and development of medical
augmented reality (AR) glasses and medical virtual reality (VR) simulators.

[Academic conferences, etc.]

Director, Japan Society for Medical Safety (Chair, Medical Device Safety Section)



Director, Japan Society for the Promotion of Medical Safety
Academic Advisor, Japan Health Information Consortium

Senior Advisor, society5.0, LL.C

Abstract
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Medical safety and cybersecurity are both critical matters for medical facilities and share the importance of
information and lessens sharing.

In this session, panelists will introduce the examples in the US and Japan, and Dr. Tanaka, director of the

Japan Society of Medical Safety will promote the discussion and problem presentation.

13:00-13:45 Rooml 241P1

JIS T 81001-5-1 ~DaL FFAT v ZADHER : BRI 7™ = 7 2F 2U T 1 DR ERME

Ensuring Compliance with Japan IEC 81001-5-1: Strategies for Success in Medical Device Software Security

HAENRIN - T4y%Yy ML

Taro Okayama, Nippon Beckton Dickinson

Profile
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Taro Okayama, DVM, Ph.D.

Senior Manager/Regulatory Affairs

Nippon Beckton Dickinson Company, Ltd.

In my current role, [ am mainly in charge of local product registration to PMDA/MHLW on MDs and IVDs
and maintaining product licenses. | graduated Tokyo University and granted a veterinary license and Ph.D. In
my early carrier, [ worked in Germany and Canada as a post—doctoral researcher in hematology/oncology.
After returning to Japan, [ took roles in R&D and clinical research in a start—up, domestic pharma, and CRO.

[ feel mostly rewarded when I contribute in bringing a new product with new value to the market, whatever



the role is. I enjoy Kyudo (Japanese archery), gardening, travelling, food and drinking, and time with my cat.

Abstract
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In today’s rapidly evolving medical landscape, ensuring medical device software security is paramount. This
presentation delves into the critical standards JIS T 81001-5-1 (IEC 81001-5-1) set forth and their
implications for the medical device industry. Therefore, achieving compliance requires a series of
comprehensive strategies focusing on risk management, secure software development lifecycle (SDLC)
practices, and effective incident response protocols. Attendees will gain actionable insights into integrating
these standards into their organizational processes, thereby enhancing the reliability and safety of medical

devices in the face of growing cybersecurity threats.

13:00-13:45 Room2 242P1
ERIBICBTIEEAN 770EBOEV; ~ SRR RESZEOEEMORE~
Critical Infrastructure Protection in the Healthcare Sector ~Emerging Importance of Regional Public—Private

Partnerships~

AETBRTERZREZERTEMARLSTRER BRELHWME Bd EIHE
Prof. Kenji Watanabe, Head of Disaster & Safety Management Div., Nagoya Institute of Tech

Profile
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T+ MBA,

Prof. Kenji Watanabe has worked for Fuji Bank, PwC Consulting, and IBM
Business Consulting Services Nagaoka University of Technology before
assuming his current position in 2010.

He also serves as Chairman of the Critical Infrastructure Technical
Committee and Expert of ISO/TC292 (Security and Resilience Technical

Committee).

He holds a doctorate in engineering and an MBA.

Abstract
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The rapid development of DX in the healthcare sector has brought us many conveniences but also but also
increase structural cybersecurity vulnerabilities. While responsible ministries and agencies are working
intensively to understand the current situation and remedy the situation, a framework of public—private
partnerships in each region is essential to ensure effectiveness. In this session, the state of critical
infrastructure protection in the healthcare sector will be discussed, referring to the efforts in Chubu and the

InfraGard mechanism in the United States.

13:50-14:35 Room1 241P2 (Materials are not open to the public, so projection only.)
B2ED Al T2 /a0 —BIXOY A=) R
Al Technology & Cyber Risk in Takeda

R EEMTEKKXSH Information Security Leads - APAC #£1L B
Akira Sasayama, Information Security Leads - APAC, Takeda Pharmaceutical Company Limited

Profile
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Akira Sasayama is an Information Security Lead at Takeda, overseeing

cybersecurity in APAC. With 9 years of experience as a security engineer in
IT security solutions company and 5 and a half years of experience as a Cyber
Security Manager in a call center provider, handling critical cybersecurity

projects. Certified in CISSP, CCSP, and CISM, to continuous learning and professional development.

Abstract
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We are delighted to present on Al based security threats and risks to Takeda, with a focus on the human side
of social engineering based cyber—attacks.

Deepfake and malware—based attacks have become increasingly sophisticated by use of Generative Al.
Takeda is a target in this global threat landscape; We will discuss the types of attacks we are identifying and
how we are addressing this growing threat by strengthening our cyber defence with a focus on the human
element.



13:50-14:35 Room2 242P2
LRAMBE AT T EBR T — F&FBT Y AU =T R
Ransomware countermeasures to protect medical data in response to the revision of medical reimbursement
Cohesity Japan #kRX &tk #6520 K/ FHHATNRKEE BHREA
Makoto Isobe, Cohesity Japan K.K. / Hayato Baba, Kasugai Municipal Hospital

Profile
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Makoto Isobe, Cohesity Japan K.K.

Mr.Isobe will explain about ransomware countermeasures to protect medical

data in preparation for the revision of medical reimbursement.

BBEN (LT 13508

FH T RIERT RN L i 2 — R AR Y
Hayato Baba, Kasugai Municipal Hospital, Kasugai Municipal Hospital,
Medical Information Technology Center, Administration Division,

Information

Abstract
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Mr. Isobe will explain about offline backup as a data security to protect medical data for responding to the

revision of medical reimbursement.
And, Mr. Baba will explain how to realize a secure environment that protects medical data from ransomware

threats, security measures that do not stop medical practices, and is also effective as a BCP measure.
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Going beyond the SBOM: Product security in the age of regulations and data quality challenge
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Fuminori Ikegawa, Principal Sales Engineer, Cyberum Technologies, G.K.
Profile
P ART LTI )y —RE R4 T 2022 4£7>5 Principal Sales Engineer
ELTHAMGZHE YL, ABE, R, [EEOHG T AT 51
Fa )T HHEHEL TN, 25 FFITDTZD P AN —EF 2V T BLOIT %
2 DT IR TR 2 2B DR R D | BT EShes 7 T4 F =—>
X2 UTA~TVFA TND,
Mr.Ikegawa has been working as a Principal Sales Engineer at Cybellum
Technologies G.K. since 2022, responsible for the Japanese market,
promoting security for connected devices in the automotive, medical, and

manufacturing industries. With 25 years of experience in various roles

within the cybersecurity and IT security fields, he continues to focus on

supply chain security, following his previous positions.
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Based on data from a survey conducted among employees of medical device manufacturers and suppliers
worldwide, we will consider the state of product security in Japan and the United States, and address the
challenges faced by medical device manufacturers. We will explain the challenges surrounding product
security, the necessity of improving product security maturity, the enhancement of business value that comes
with increased maturity, and issues related to the software supply chain and data quality. We will also discuss
the various challenges that medical device manufacturers need to solve, beyond just creating an SBOM

(Software Bill of Materials).
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What is “BCP” in medical security?
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Yusuke Ehara, Medical ISAC Japan Steering Committee Member
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Mr. Yusuke Ehara has knowledge and experience in security/compliance in
the healthcare field and governance design for medical DX, such as
maintenance of systems and security audits based on guidelines and

guidelines for medical institutions and information processing businesses,

and support for privacy governance for the secondary use of personal

patient information, etc. He has knowledge and experience in security/compliance in the healthcare field and
governance design for healthcare DX.

He also conducts surveys, analysis, and recommendations based on cyber surveys of domestic healthcare—
related organizations such as the Japan Federation of Four Hospital Associations and the Japan Federation of

Insurance Organizations.
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Amid cyber attacks on medical institutions, the importance of cyber BCP has been discussed, and the status
of response has been confirmed in medical surveillance based on Article 25.1 of the Medical Care Act.
However, in this context, rather than explaining the differences between IT-BCP and cyber—BCP in medical
security, there is no particular focus on the basic points that should be generally considered from the
perspective of BCP as it should be, or the importance of BCM operations. Instead, BCP is simply a
procedure for restoring a system that has become unusable due to a cyber attack.

In this lecture, the speaker will give a general explanation of the points that should be considered in medical



security to ensure business continuity, including cyber BCP and BCM, and will introduce hints for

establishing a lean cyber BCP.
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How Should Medical Institutes address 2 Pressing Cybersecurity Issues, Vulnerabilities and Ransomware
attacks?
"~ Proposal Based on On-site Inspection Checklist under Article 25 of the Medical Care Act™
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Michiko Ota, Jupiter Technology Corp.
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Jupiter Technology BU3 Technical and Pre—Sales \

Certifications

« Information Security Management

+ Educational Informatization Coordinator Level 2
10 years of experience in the introduction and maintenance of ICT equipment at schools (including in—
hospital classes). As an ICT utilization support staff at special-needs schools, she has worked on the
utilization of ICT in the education of children and students.
After working as a training instructor of ICT equipment, and as an instructor of information morality training

for students and teachers, he is currently in charge of verifying and expanding sales of security products.
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As a result of the amendments to the Enforcement Regulations on the Medical Care Act, the medical

institutes’ cybersecurity measures are now subject to inspection conducted on—site by the public health



centers and they must implement the security patches on the servers and endpoints on their medical
information systems.

Manual patching is resource—intensive, requiring significant time and manpower. It can be easily imagined
that manual tracking update status and patching on time hundreds of servers and endpoints across their
environment is not feasible and automated (semi—automated) patching is strongly required.

In addition, it cannot be ignored that the related issues patch management has, such as patch testing on the
medical information systems before applying patches to avoid compatibility issues and potential system
disruptions.

In this session, we present how the patch management system can solve these issues.
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How to Choose Cyber Insurance for Your Medical Organization
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Taro Kamiyama, Deputy General Manager, Cyber, D&O, E&O Underwriting Group,
Casualty Insurance Underwriting Department,
Aioi Nissay Dowa Insurance Co., Ltd.
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Mr. Taro Kamiyama has worked in the product development department of
the non-life insurance industry for more than 20 years, and has been
involved in the planning and development of IT-related insurance (currently
cyber insurance) since the late 1990s.

He is active in the security industry as well as the insurance industry.

Secretary of the Japan Network Security Association (JNSA), and leader of

the Incident Damage Investigation WG of the Research and Survey Subcommittee.
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As the cases of Tokushima Handa Hospital and Osaka Acute & General Medical Center show, the losses

incurred due to ransomware infection are extremely high. Considering various types of losses such as forensic



investigation, system restoration, and lost income during the period of medical treatment suspension, damage
in the tens of millions of yen for a clinic and hundreds of millions of yen for a large hospital can be incurred.
To prepare for such losses, medical institutions are increasingly purchasing cyber insurance. We would like to

reiterate the necessity of cyber insurance and explain its functions.
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Specific measures to be taken in response to the Checklist of Cyber Security Measures for Medical
Institutions (2024 version)
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Masayuki Tani, Persol Process & Technology co., Ltd.
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Mr. Masayuki Tani has worked in information systems and security for a
government agency, and then as a consultant for a company that provides
cybersecurity services, where he has been in his current position since

2023.
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There is a shortage of personnel with specialized security knowledge in society as a whole, and it is difficult

for medical institutions to secure such knowledge on their own.

To address this situation, we offer “SharedCISO” a security measures service that focuses on the “Cyber

Security Measures Checklist for Medical Institutions” as a way to widely share expertise.

In this case study, our consultant will introduce our service with some examples, such as “how to interpret
the checklist,” “how far to go to get a ‘yes’ answer,” and “is it really sufficient to take measures only on

the checklist?



16:20-17:05 Room2 242P5

ERBEICRIT S TR RN ~2— R — 250 RS ¥ eI ANEE O A i~

What is Zero Trust in Healthcare Organizations? ~Examples of Zero Trust Thinking from Use Cases™
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Naoto Inoue, Sales Engineer, Zscaler K.K.
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Naoto Inoue worked as a pre—sales SE for a SI and security equipment

manufacturer. Then, as SE of Zscaler, he has been proposing, evaluating, and

supporting implementation to domestic customers.
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It is said that the number of ransomware attacks that occurred in the healthcare industry in 2022 increased

by 650% compared to the previous year.

In Japan, various medical institutions have also suffered attacks, and the Ministry of Health, Labor, and
Welfare (MHLW) released the “Guidelines for the Safe Management of Medical Information Systems, 6th
Edition” last year.

Although the guideline includes keywords such as “Zero Trust Thinking,” it does not specifically state what
to do, leaving it up to each institution.

Therefore, in this seminar, we would like to introduce some examples of medical system applications that

incorporate Zero Trust Thinking, based on use cases and case studies.
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Mr. Funabashi served as Director of the Information Management Division of National Police Agency and as

Councillor for Science and Technology Affairs of National Police Agency.
In March 2001, he retired from National Police Agency and joined The Future Engineering Research
Institute, where he was engaged in research on crisis management and cyber security.
In August 2004, he participated in the establishment of The Institute of Digital Forensics and has been
involved in the promotion and awareness of digital forensics and the design of certification systems.
In June 2011, he participated in the establishment of The Security Engineering Laboratory, Inc. and has been
engaged in consulting services related to domestic and international security.
In 1996, he received the 34th Achievement Award and the 2nd Morita Award from The Institute of
Electronics, Information and Communication Engineers (IEICE) for the “Development and Practical
Application of a Large—Scale Information and Communication Network with Multiple Vendors”.
[ Government Committees]
+ FY2007 : Chairperson of the “Committee to Study Evacuation Facilities for the Protection of the People”,
Civil Protection Office, Fire and Disaster Management Agency
+ FY2010 - FY2012:Member of “Information Leakage Recurrence Prevention Measures Review
Committee”, Japan Coast Guard
- FY2012 — FY2022:Member of the “Information Security Advisory Board”, Japan Coast Guard
- FY2016-FY2018:Expert Member of “Council for Science, Technology and Innovation, Specialist
Committee on Key Issues, Working Group on People and Life in Local Communities”, Cabinet Office,
Government of Japan
[Publications]
+ Co—author of “Revised Handbook of Digital Forensics”, April 2014
« Co—author of “Basics of Digital Forensics: From Introduction to Practical Application”, May 2019
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