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Agenda
9:00-9:10 Opening Remarks
Errol Weiss (Health—-ISAC CSO) /Hiroshi Fukatsu (Medical ISAC Japan Representative Director)
9:10-10:30
§ 1. U.S.—Japan Joint Program
Symposium for ransomware attack on healthcare sector“sharing the experiences”
Chairpersons: Hiroshi Fukatsu & Errol Weiss
Damage in the U.S. and Analysis (American Hospital Association: AHA) ~9:30
Experiencing an electronic medical record outage due to a cyber attack
(Handa Hospital, Tsurugi Town, Tokushima) ~9:50
Actual conditions and countermeasures in the affected hospitals (YEC Co., Ltd) ~10:10
Discussion time ~10:30
(Break)
10:40-11:20
§ 2. Sponsored programs
(1) Cyber Threat Intelligence Use Cases (KELA K.K.) ~11:00
(2) Software Bill-of-Materials of Medical Devices (Becton, Dickinson and Company) ~11:20
11:20-12:40
§ 3. Panel discussion:Backup solutions as ransomware protection
Chairpersons: Haruki Ito (Medical ISAC Japan CTO)
FUJI SOFT INCORPORATED, Rubrik Japan K.K. ~11:40
NetApp LLC ~12:00
Cohesity Japan K.K. ~12:20
Discussion time ~12:40
(lunch break)
13:20-15:10
§ 4. Medical ISAC Japan featured programs
(1) Crowdfunding for hospital cybersecurity diagnostics (Medical ISAC Japan) ~13:40
(2) External Attack Surface Management required today (Cyfirma K.K.) ~14:10
(3) Al Immune System for complete protection of the hospital environment without any blind spots
(Darktrace Japan K.K.) ~14:40

(4) Clearing misconceptions about connection between Cyber Attacks and Active Directory
(Tenable Network Security Japan K.K.) ~15:10
(Break)
15:20-17:00
§ 5. Health-ISAC featured session
Panel Discussion: Zero Trust
Chairpersons: Wendy Kanna
Rethink! The Importance of Zero Trust Network Access “What is the Best Approach Beyond
(Zetscaler K.K.) ~15:45
Takeda’s approach to Zero Trust (Takeda Pharmaceutical Company) ~16:10
Remote access solution to EMR (Zetscaler K.K.) ~16:25

Discussion time ~17:00
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Hiroshi Fukatsu MD, Medical ISAC Japan Representative Director, Professor & Manager of Medical

Informatics Division, Aichi Medical University Hospital, Certified Radiologist, Certified Social

Medicine Trainer

Graduated from Nagoya University school of Medicine in 1985.
Became Assistant Professor, Nagoya University Hospital in 2000.
Shifted to the current status since 2009.

Also plays a role as the representative director of Japan Medical Concierge Research Institute in

2006

Offered medical concierge training course for more than 1000 students, also offered basic training

for medical clerk for more than 4000 students.

Founded Medical IT Security Forum in 2014 and became the representative officer.
Organization name changed to Medical ISAC Japan in October 2019

Established a comprehensive alliance with Health ISAC in 2019.
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Errol Weiss joined Health Information Sharing & Analysis Center (Health-ISAC) in April 2019 as its
first Chief Security Officer. Errol created and staffed Health-ISAC’s Threat Operations Center in
Titusville, Florida, providing members with meaningful and actionable threat intelligence relevant for
IT and infosec professionals in the healthcare sector.

Errol has over 25 years of experience in Information Security. He began his career with the National
Security Agency (NSA) conducting vulnerability analyses and penetrations of classified government
systems and then spent ten years delivering Information Security Services for Fortune—100 companies.
Errol is one of four named inventors on the patent for Trusted and Anonymous Information Sharing
and was responsible for the creation, implementation and operation of the world’ s first ISAC in 1999.
From 2006 to 2016, Errol created and ran Citigroup’s Cyber Intelligence Center and provided
actionable intelligence to thousands of internal users globally. Prior to Health—-ISAC, Errol was a
Senior Vice President Executive with Bank of America’s Global Information Security team.

Errol has a M.S. in Technical Management from Johns Hopkins University and a B.S. in Computer
Engineering from Bucknell University.
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Damage in the U.S. and Analysis
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Profile
JohnRiggi,havingspentnearly30yearsasahighlydecoratedveteranoftheFBI,servesasthefirstnationala
dvisorforcybersecurityandriskfortheAmericanHospitalAssociationandtheir5000+memberhospitals.
Johnleverageshisdistinctcyber,criminalinvestigationandnationalsecurityexperienceattheFBland CI
Atoprovidetrustedstrategiccyberandriskadvisoryservicestothenations’hospitalsandhealthsystems.
HistrustedaccesstohealthcareleadersandgovernmentagenciesenhancesJohn’suniquenationalperspe
ctiveoncyberandriskissuesandgreatlycontributestotheAHA spolicyandadvocacyefforts. Johnrepres
entedthenation’shospitalsintestimonybeforetheSenateHomelandSecurityCommitteehearingoncybe
rthreatstohospitalsinDec.2020. ThisassistedinthepassageofPL.116—
321,providingregulatoryreliefforHIPAAcoveredvictimsofcyberattacks.In2021,John’ sprominentadv
ocacyencouragedthegovernmenttoraisetheinvestigativeprioritylevelofransomwareattackstoequalth
atofterroristattacks.

In various leadership roles at the FBI, John served as a representative to the White House
Cyber Response Group and a senior representative to the CIA. He also served as the national
operations manager for terrorist financing investigations. John also led counterintelligence field
surveillance programs in Washington DC and financial crimes and terrorist financing squads in
New York City. John ultimately rose to the ranks of the Senior Executive Service and in that
capacity led the FBI Cyber Division national program to develop mission critical partnerships
with the healthcare and other critical infrastructure sectors. John held a national strategic role
in the investigation of the largest cyber—attacks targeting healthcare and other sectors.
HealsoservedontheNYFBISWAT Teamforeightyears. Johnistherecipientofthe FBIDirector’sAwardfo
rSpecialAchievementinCounterterrorismandthe CIA’sGeorgeH.W.BushAwardforExcellenceinCoun
terterrorism,theCIAshighestawardinthiscategory. Johnpresentsextensivelyoncybersecurityandrisk

topicsandisfrequentlyinterviewedbythemedia.
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Abstract

Cyber—attacks against hospitals and health systems increased dramatically with the onset of the
pandemic. Nation state and criminal cyber adversaries exploited the increased use of network
and internet connected devices and technologies deployed during the pandemic to target U.S.
healthcare with a record number of attacks. The attacks we are most concerned with are high
impact ransomware attacks, which have struck U.S. hospitals and health systems at an alarming
rate. These attacks result in the disruption and delay of healthcare delivery, and risk patient
safety on a regional basis. The FBI recently declared that they prioritize ransomware attacks on
hospitals as “threats to life” crimes. Join John Riggi, National Advisor for Cybersecurity and
Risk for the American Hospital Association and former FBI Cyber senior executive, as he
provides his unique national and international perspective on the latest cyber threats, including
those arising from the Russian invasion of Ukraine. Based upon his work with ransomware
victims across the U.S., John will also discuss how best to prepare for, respond to and recover

from these attacks.
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Experiencing an electronic medical record outage due to a cyber attack
JEfE 28 Yasushi Suto
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Handa Hospital, Tsurugi Town, Tokushima Prefecture Hospital Business Administrator
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Profile

Mar 1986 Graduated with a degree in Medicine, Faculty of Medicine, The University of
Tokushima

May 1986 Entered the Department of Urology, Faculty of Medicine, The University of
Tokushima

Worked at the affiliated facilities of the Department of Urology

Apr 1999 Lecturer, Department of Urology, The University of Tokushima Hospital

Apr 2001 Lecturer, Department of Urology, Faculty of Medicine, The University of Tokushima
7



June 2003 Chief of Urology Department, Handa Hospital

Since then, he has served as chief of the department, deputy chief of the hospital, and director
of the hospital.

January 2020: Hospital Business Administrator of Tsurugi Town (also Hospital Director of
Tsurugi Handa Hospital)

Apr. 2020 Tsurugi Town Hospital Business Administrator to present
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Tsurugi Handa Hospital

Handa Hospital is a 120—bed acute care hospital located in the mid—mountainous region of
western Tokushima Prefecture. It is the only delivery facility in the western part of the
prefecture and handles more than 350 deliveries per year. The hospital is also responsible for
many of the pediatric emergency rotation shifts in the western medical region.

The hospital provides community medical care through its departments of internal medicine,
surgery, obstetrics and gynecology, pediatrics, urology (including dialysis treatment), radiology,

orthopedics, ophthalmology, otolaryngology, dermatology, and others.
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Abstract
This time, our hospital experienced a cyber—attack by ransomware that brought hospital
functions to a halt. By reporting the details of this incident, I sincerely hope that you will take

sufficient measures to prevent your hospital from being affected by such an attack.

[Details of the incident]

Around 0:30 a.m. on 10/31/2021, all printers connected to the electronic medical record
automatically printed the crime statement in English. At the same time, a malfunction of the
electronic medical record is confirmed, and system personnel begin to take action. It was

discovered that all systems were disabled due to a cyber attack by “LockBit 2.0” ransomware.

[Response]

1. Day of incident: 8:00 a.m. Contact hospital upper management. Notify related organizations
(electronic medical record sharing network, etc. within the prefecture) and the cybercrime
response division of the prefectural police. 10:00 a.m.: Disaster response headquarters is set
up, and the first meeting on countermeasures is held. 4:00 p.m. Press conference is held for
the media in the prefecture.

2. Request to the prefectural police to respond to “LockBit 2.0”: No ransom demand was made
to our hospital on their website. 3) Request to the police to take action against “LockBit
2.0”: No ransom demand was made to our hospital on their website.

3. outsourced system restoration to an external specialist.

4. based on the BCP, paper chart—based medical practice, which was prepared to be operated
for Nankai Trough earthquake countermeasures, etc., was put into operation.

5. from 10/31 to 1/4, paper medical records were not linked to the medical accounting system.
9



10/31 was promptly input and the October reimbursement was finally requested in January.
November reimbursement was requested in February, December reimbursement in March,
and January to March reimbursement in April. 6.

6. image server will be connected on 2/17/2022; as of 6/15: part of the dialysis and laboratory
departments are not connected. 7.

7. Expert meetings were held on 2/4, 2/28, 3/28, and 5/20 (4 times in total); a report will be
prepared by the end of May, reported to Tsurugi Town Council in early June, and made
publicly available on the website in late June.

8. the total amount of damage is 200 million yen for restoration and creation of a new system,

and approximately tens of millions of yen in lost medical fee revenue.

[Take Home Message]

1. take all possible security measures to prepare for cyber—attacks! Use antivirus software,
update frequently, and always collect information on security.

2. Create BCP and conduct mock drills. 3.

3. regarding recovery: Busy departments and busy people vary depending on the time of year.

You will have to do a completely different job than usual. Complaints will build up. Listen up!

BERGECBITHERB X

Actual conditions and countermeasures in the affected hospitals
/NEF fEKHS Kentaro Ono
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HATH E 3 YEC Global Solutions, Inc. (LA) Director

YEC Co., Ltd

Operating Officer, YEC Global Solutions, Inc. (LA) Director
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Profile

After joining the company, he provided forensic tool solutions, forensic training, consulting, and
other services mainly to law enforcement agencies and business companies, but in order to
acquire comprehensive legal and financial knowledge, he moved to an M&A advisory firm before
returning to his current position.

Currently, he mainly provides digital forensic services and incident response support for
malware infections, and also engages in various consulting and advisory services such as
subsequent organizational improvement and information security policy formulation support. In
North America, he provides advisory services to Japanese companies against internal fraud and

information leaks by retirees.
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Abstract
From the background of providing total solutions related to data, including digital forensic

services, we will share actual incident contents and realities.

§ 2. ARV Y —F T T A
Y AN—BEAL TV =V ATE I EH]
Cyber Threat Intelligence Use Cases
JIIE H  Makoto Kawasaki
KELA 2 &th 7V — A AE(TE
KELA K.K. Presales Manager
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Profile
He has 20 years of experience in cyber security companies in

Japan, Europe and the United States.
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About Us
A global cyber threat intelligence company based in Israel. The company provides managed

services using advanced technology, led by people with cyber military backgrounds.

sl =1

TN BT 2T IR E OO T8O ZIEE F OB R 72T Tldiel, BT AREDORZ WA ED
TR CORBRE G ERZ — 7 ARICET 250N EIZR0E T, B CIET B AR —
LAy ERZIRINS AN A L TV = ADTE A FHZ BEELET,

Abstract

Dealing with ransomware and other threats requires not only ordinary defensive measures, but
also real-world experience and advanced knowledge of the dark side, including negotiation with
the attacker side. In the lecture, we will talk about examples of the use of cyber threat

intelligence with demonstrations.

ERBEERICIIT DY 7 by = T k&K " Bill-Of-Materials;BOM”
Software Bill-of-Materials of Medical Devices

AN—/L+F =27 Paul Chua

CyberSecurity Officer, Greater Asia, BD
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Profile

Paul is a seasoned professional with more than 25 years of experience managing product
development and operations at APAC level for IT, Telecommunications, Healthcare and
Homeland Security. Prior to joining BD,

Paul was the Chief Product Officer of a data analytics startup, where he was responsible for
developing multiple suites of Al & Data Fusion—as—a—Service products for the Healthcare, BFSI,

and Government enterprises.
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Abstract
This presentation would depict the development and execution of SBOM in a medical device
software lifecycle, sharing some real-world experiences and potential pitfalls at the same time.
Specifically, how implementing a mature SBOM process will:

1. Improve the software development process

2. Reduce effort and improve accuracy for vulnerability monitoring

3. And result in faster turnaround times for vulnerability notification, reducing risk and

improving incident response for stakeholders

The goal of this presentation is to highlight the benefits of SBOM in building safe and effective

connected medical devices, that go beyond simply compliance to regulations.

§ 3. NXIVT 4RI ay
TP AT RIREL ORI TSI a—ay
Backup solutions as ransomware protection
JEE Ok BA (=R ISC CTO)
Chairpersons: Haruki [to (Medical ISAC Japan CTO)

Ja’ 44—

ERUBE KT BE LFPRRER%, SR o8 7o

VAL NECUAT BT —% 77 M 10 M85 % 7R

FRA—T)—  [EPER T AT DA — TR TCEH RS - B
BT -DevOps EWNETE %% 16 (FRIBER , RIFEH

AT L 3ETARTAL | WAMNESR 1SO27001 @& D72 D=

YILT 47 % E i,

2020 46 H L Bk,

Profile

After working as a system architect for 10 years at a financial think tank / a civil work
consultanting firm, Haruki started his carrier in healthcate industry in 2021 and have been
working as a business development / implementation manager / quality control manager /

DevOps domestic manager at a medical equipment manufacturer / medical system vendor for 16
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years. Haruki is now providing a consulting service for Japan’s 3 ministries | 2 guielines for
privacy safety, domestic and foreign regulatories, E-mail security, and ISO27001 compliance for
medical facirities, information systems developeres and medial device developers at Medical
ISAC Japan. Appointed as CTO in June 2020, and concurrent Auditor—Secretary as Jaruary
2021.

Rubrik IZX5F —F¥F 2T 4/ a— gy
Data Security Solutions by Rubrik
Pri JEM: Shuhei Takeda

R S, e . sy K ®.® [UUIIN
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Rubrik Japan K.K. Sales Manager
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Profile

He has been in charge of sales of anti-ransomware and data

security solutions for the medical industry at Rubrik Japan since September 2021. Previously, he

was in charge of all-flash storage sales for the medical industry at Pure Storage.
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About Us

Founded in the United States in 2014, Rubrik is a leading data protection company for hybrid
cloud environments. The company is positioned as a leader in Gartner’s 2020 Magic Quadrant
for Data Center Backup/Recovery Solutions and ranked 9th overall in Forbes’ 2020 “The Cloud
100”.
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Abstract

Since the ransomware attack on Handa Hospital in Tokushima Prefecture on October 31, 2011,
we will briefly explain how our data security solutions can contribute to the continuity of medical
treatment activities, based on our unique product perspective, as ransomware damage is
expanding not only in the medical industry but also worldwide.

Especially in North America, the adoption of EPIC’s data protection solutions has been

accelerating in recent years, and we will also introduce the background of this trend.

FoY DY T IR 2B K FIREE | T — 2% FH70 DALEMR

Disaster Preparedness Training for Ransomware! Essential measures to protect your data
. #2Z Toyohiko Kanbara

IRy TERIE F—T7 7 /Y= 7V 2 UAR
NetApp LLC Chief Technology Evangelist
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Profile

After working as an SE in charge of web—based systems and mission—critical systems at a US IT
platform company, he joined NetApp in 2009.

For more than 10 years, he has been in charge of launching cloud-related businesses in Japan
and overseas from a technical perspective. Engaged in planning and developing solutions for the
domestic market. Currently, he is engaged in planning and promotion of NetApp’s overall
branding and promotions, as well as evangelist activities related to data fabrics.

As an expert in a wide range of data management fields including cloud computing and security,

he aims to “co—create” with customers by leveraging technology.
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https://www.netapp.com/ja/

About Us

NetApp was founded in 1992 in San Jose, California. For nearly 30 years, the company has
focused on its flagship ONTAP data management software and more than 30 highly valuable
security functionality.

https://www.netapp.com/ja/
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Abstract

The threat of ransomware is no longer a concern for the healthcare industry. It is difficult to
respond to the situation with conventional “prevention” based countermeasures.

[t is imperative to detect outbreaks in the system as soon as possible, and to control and
quickly restore the system to minimize the damage caused by the infection. In order to respond
calmly without panicking or making a fuss, we will provide tips for conducting periodic health

checks and disaster drills.

NI T oTT —=BEF Y AT = T hOFER B
Protect your backup data from ransomware with the latest technology
. Gakuji Sasa

Cohesity Japan k&4 =7 SE v % —Vv—
Senior SE Manager, Cohesity Japan K.K.
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Profile

Gakuji worked with global IT vendors (Sun Microsystems, NetApp) for more than 20 years in
systems engineering & management, proposing solutions for customers in the finance &
manufacturing verticals. At Amazon Web Services (AWS), he advised financial and
manufacturing customers on systems operations. Joining Cohesity Japan K.K. in October 2020,
Gakuji now oversees a team of systems engineers proposing next—generation data management

solutions to the Japanese market.
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Abstract

With increasingly sophisticated cyber—attacks, legacy intrusion prevention systems just don’t
measure up. In this session, we’ll show you how you can respond when you have a cybersecurity
incident with the latest technologies for Al-powered threat detection, rapid recovery at scale,

and backup data protection from ransomware attacks.

§4. E¥E ISAC EEH BT T A
HUREENHR R E T A N—ENLFYEW ROV AN—F =) T4 M B2 XETD
TEDDIFIRT 7o T4 T DS EIFIZONT
We should like to protect the key hospitals; A crowdfunding to help hospitals to receive cyber

security diagnosis launched.
PRH: 18 Hiroshi Fukatsu
[ ISC AR E Medical ISAC Japan Representative Director
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Abstract

According to the survey performed in Feb. 2022 by Medical ISAC Japan for over 5900 hospitals
in Japan, nearly 90% of the hospitals feel actual thread in cyber security, more than half of the
hospitals can use less than 5 million yen or 50,0008 per year for cyber security. About 40% of
the hospitals feel shortage of the cyber security budget and the majority of the hospitals cannot
have confidence what to start with for cyber security protection.
https://m-isac.jp/wp—content/uploads/2022/04/FinalReport_202220331.pdf

As Medical ISAC Japan considers that the hospitals should receive the thread intelligence

diagnosis and monitoring to notice the one—by—one thread situation and suggest a personalized
and optimized solution, we planned and started the crowdfunding for the hospitals to help them
receive the thread intelligence diagnosis and monitoring.

The thread intelligence method is identical to the one we succeeded to prevent the attack on
two Tokyo metropolitan hospitals in Dec. 2021.

The offering period is from 10 of June to 31 of July.

RO ONDINFNBHL AT LEHE

External Attack Surface Management required today
=8 fit— Kenichi Sano

AT r—~EA&tt =V UAR /) TV AR =T —
Cyfirma K.K. Evangelist / Pre-Sales Manager
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Profile

Kenichi Sano has 17 years of security consultant experience serving multiple clients and
industries. Previously, as a senior consultant at Infosec, a security services provider, he led
security assessments, advisory services, and assisted in the formulation of grand designs.

From 2017 to 2020, he was seconded to a multinational trading company, to support their
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security strategy planning, incident response, and planning/executing security assessment
initiatives for over 1,000 subsidiaries.
In addition, from 2012 to 2019, he served as an advisor and external expert for a security

research group of a renowned Japanese conglomerate.
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Abstract
Ransomware incident reporting continue to increase. Based on trend of ransomware gang attack
methods, Kenichi Sano will introduce essential security measures against ransomware attacks

focusing on the importance of managing internet facing system often targeted by them.

BENBRIEEIEA R ELRET D Al REV AT A
Al Immune System for complete visibility and protection of hospital systems
#K EH Makoto Suzuki

B —JR =RV UERASE W b = k=T —
Darktrace Japan KK Country Manager
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Profile

Makoto has over 30 years of experience in corporate sales in Japan’s IT industry, and has been
involving in the fast—growing cybersecurity industry since 2010. At Symantec Japan, Makoto
worked as a Senior Sales Manager for financial and public sectors, then was in charge of its
corporate sales teams (excluding telecom area) as a Managing Director. Later, at Dell
Technologies Japan, he managed its sales force covering various products such as Al security
solutions for endpoint. In November 2020, he was appointed as a Country Manager at

Darktrace, where he oversees its Tokyo and Osaka offices.
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About Us

Darktrace (DARK.L), a global leader in cyber security Al, delivers world—class technology that
protects over 6,800 customers worldwide from advanced threats, including ransomware and
cloud and Saa$ attacks. Darktrace’s fundamentally different approach applies Self-Learning Al
to enable machines to understand the business in order to autonomously defend it.
Headquartered in Cambridge, UK, the Group has more than 2,000 employees worldwide.

Darktrace was named one of TIME magazine’ s ‘Most Influential Companies’ for 2021.
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Abstract

Darktrace is a world leading provider of Al for the enterprise, with the first at scale deployment
of Al in cyber security back in 2013. Its immune system technology continues to autonomously
learn and visualize the normal “pattern of life” of every device, user and network within a
hospital, including medical IoT and BYOD devices of which the organization was previously
unaware - just like a human immune system. The Al-powered system automatically detects and
contains threats at their earliest stages, and even triages, interprets and reports on the full
scope of security incidents.

This presentation will explain in detail, along with real-world detection examples and a live
demo, how Darktrace’s self-learning Al technology can defend the integrity of hospital systems

autonomously, learning real—time status of even closed hospital networks from scratch, without
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affecting normal medical treatment operations.

P A= 'L Active Directory & D B DEEAREAEL

Clearing misconceptions about connection between Cyber Attacks and Active Directory
fHE 72— Koichi Hatase

Tenable Network Security Japan ¥t X2V o o=7

Security Engineer, Tenable Network Security Japan K.K.
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Profile
As a security engineer at Tenable, he is involved in expanding

sales of security products focused on Active Directory.
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About Us

Tenable® is the Cyber Exposure company. Approximately 40,000 organizations around the
globe rely on Tenable to understand and reduce cyber risk. As the creator of Nessus®, Tenable
extended its expertise in vulnerabilities to deliver the world’ s first platform to see and secure
any digital asset on any computing platform. Tenable customers include approximately 60
percent of the Fortune 500, approximately 40 percent of the Global 2000, and large government

agencies. Learn more at https://www.tenable.com/
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Abstract

To prevent damage from ransomware, it is critical to understand the connection between cyber
attacks and Active Directory.

We will explain how to take measures to secure your Active Directory while clearing up common

misconceptions.

§ 5. Health-ISAC {EE 1/ T A
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Panel Discussion: Zero Trust
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Chairpersons: Wendy Kanna Takeda Pharmaceutical Company Limited

Global Head of Security Governance & Oversight
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Profile

Hired June 2016

Previously Global Head of Cyber Threat Management (2016 -
2019)

Former Vice President, Citibank Japan Ltd. (2004 - 2016)
Co—Chairman, H-ISAC Japan Council
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Rethink! The Importance of Zero Trust Network Access

“What is the Best Approach Beyond VPN?”

Juil HE—HB Ryuichiro Maruyama
By A —7— RSt BRIAE R
Zetscaler K.K. Deputy General Manager of Technology
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Profile

With 10 years in systems development and over 25 years in the
security industry, I have helped design, build, and operate
security architectures and solutions for implementation in
corporate environments. In his current position, he leads a team
of SEs to help companies implement zero—trust architectures and

deploy DX.
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Abstract

Recently, many security incidents have been reported using vulnerabilities in VPNs used for
remote access.

In this session, we will help you understand the risks and challenges of using VPN again and

explain the necessity and safety of zero—trust network access, including use cases.
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Takeda’s approach to Zero Trust

U#A h—=<A Thomas Likas
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Takeda Pharmaceutical Company

Head of Security Enterprise Architecture
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Profile
Joined Takeda in November 2009
Occupied various Security Architecture roles

Expertise in security transformation, Zero Trust, secure Data practices
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Abstract

Zero Trust is a new approach for secure application delivery, moving away from the network /
infrastructure centric approach where applications can be accessed simply due to network
connectivity, to an access model based on a policy engine controlling access evaluating explicit
policies based on user / device identity and intelligence factors.

The presentation will revisit Takeda’s adoption of Zero Trust, goals, current status and

outlook.
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